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About AvePoint: Corporate Overview

Migrate. Manage. Protect

I T e 16K 6M 88 7

sescessesss”’ Stessesceceisisoaaocisiiiees nielslofrAnls Customers  Cloud Users  Countries  Continents
(R X XN NN N ] L] (XN XN eeoOOOOOOOERNOS .. HIrePower
°ect ssccesees s tesscccssss’ Award
. ° eececsccccce ooe eee ooe 0000 0000000000000 0000060000000000
[ ] (A A X NN NN NN ] L X [ ] [ E X N ]
ceee EIRTTIIEEE - Ernst & Young
T cssss e, e, Entrepreneur
LHeC SPRR87 - Yoo c el e s
:E:. ¢ *t .’ Windows IT Pro . 2017_Partner_of the Year Winner
Best SharePoint M IcrOSOft Public Sector: Microsoft Cltyjl\]ext Award
Product 2016 Partner of the Year Winner
Pa rtner Technology for Good Citizenship Award
. - = . . . . . . 1
A AvePoint isheadquartered and maintains its principal Deloitte O parer of e fear inner
operational center in Jersey City, NJ, with approximately 1,500 Technology B \icrosoft | 2014 Partner of the Year Winner
Public Sector: Public Safety and National Security

Fast 500

employees across five continents.

A

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




®eeehe

The Records Industry Records How AvePoint What's Next
Manager’s Trends Managementin  AvePoint Records
Challenge Office 365 can Help Vision

A
©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




The Records Manager’s Challenge



Learning about Record Managers

i Numerous
Dozens of Conferences
interviews

Dozens of Customer
Conversations

Vendor
discussions

Ran through Jobs
Framework

Analysis of
available tooling




The Records Manager Position

Universal taxonomy d.fsfysf[em]f Wtith Content
: iffering features ,
Regulations < ‘everywhere
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Changing
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No source-of- T

Reporting/ schedules/lifecycle
truth for reporting

Auditing




Four Main Jobs of a Records Manager

¢ &

Classification & Taxonomy Retention & Disposal Audit & Reporting

- Track Physical Records - Request Physical Records - Add/Remove
Records/Containers

Physical Records

- Find Physical Records - Manage Physical Locations
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Must-haves for a Records Solution...

Deploying

Associating S

. Classifications and o

outcomes with Classifying Content
o Outcomes to relevant

Classifications

locations

Defining
Classifications

Reporting and
auditing

Classification branches  Ensure accuracy while
available to appropriate minimising the
audiences burden on end users

Centralised definition of ~ Retain/Expire/Export
file classifications according to policy

Monitor, audit and prove
compliance




Industry Trends




Typical Cloud Organisations

Internal/External Collab Purpose-Built Custom LOB Apps Business Process
Automation

DXL WEEEA ©BLB 2%

Security and compliance requirements for every industry and geography

Advanced ML/AI tech from each vendor
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Organisations on Consolidated Platform
Microsoft Cloua

Internal/External Collab Purpose-Built Custom LOB Apps Business Process
Automation

OOAD Neek EEOE

Security and compliance requirements for every industry and geography

Advanced ML/AI tech from each vendor

é- One set of records management tooling for all content A




Records Management in Office 365



Legacy/On-Premises Experience

g

Classification & Taxonomy Retention & Disposal

L)

—— O

Physical Records

. Manage

Information I Siloed Audit
Management axonomy roed Aud Cross Farm Taxonomy Management No native tooling No native tooling

. s . Across Site Information
Policies Per Site Collecti

Collection oflections

SharePoint Server SharePoint Server Office Physical File Sh
Farm Farm 2 365/SharePoint Records fie shares

LY Ly LN




Office 365 Labels

Classity using labels to
implement retention and records
management across Office 365

Office 365 = Security & Compliance

Home

Alerts

-+ Create a label

Permissions D Name

Users can apply labels manually

Classifications D EARCHNG SOCINTIETIRS

Labels can be applied Labels (] Press it
automatlca”y Label policies ecification

]

Sensitive information types

[_é Data loss prevention

O O
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Driving Litecycle Outcomes with Labels

Create a label to help users classify

their content Label settings

v Enforce retention

Retention O

. Name your label Q

@ Label settings

v Trigger disposition reviews

When this label is applied to content...

Review your settings @ Retain the cantent (7)

years ¥

I |

What do you want to do after this time?
O Delete the content automatically. (7

| For this long... ¥

v Start retention based on various
criteria

@ Trigger a dispaosition review. (7)
MNotify these people when there are items ready to review

O Nothing. Leave the content as is. (7)

O Don't retain the content. Just delete it if it's older than (7)

il
7]
wi

Retain or delete the content baseff on | when it was created v

when it was last modified

Label classification

[ Use label to classify content afj a *F When it was labeled

an event
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| abel Policies

i Office 365

Security & Compliance

Publish labels so users can apply
them to their content.

. Choose labels to publish

Publish to these locations

Name your policy

Review your settings

Choose locations

Back

H Exchange email

H:) SharePoint sites

ﬁ OneDrive accounts

Ei Office 365 groups

Cancel

All

Choose recipients

Al

Choose sites

All

Choose accounts

Al

Choose groups

MNone

Exclude recipients

MNone

Exclude sites

MNone

Exclude accounts

MNone

Exclude groups

Feedback



Applyin

Manually

@ Open v ) Share @

Documents

- Expenmental Projects

o FY12 Investor Relatons Handbook

«u Human Computer Interaction Intiative
Investor Relations Disclaimer.docx

& LSE Investor Relations Guide. pdf

@ Regulation FD Guidelines.docx

ONTO

()

N Properties

Y @

1 selected X

INVESTOR RELATIONS
DISCLAIMER

PV LA

Investor Relations Disclaim...
64.9 KB - December 10, 2015

Edit all

Name *

Investor Relations Disclaimer.docx

Title
Investor Relations Disclaimer

VTeamDepartment

Enter value here

Apply label

Marketing materials

GOCx

fatans 2em foe
-

Confidential ar

Automatically

Rules Wizard

What do you want to do with the message?
Step 1: Select action(s)

[] forward it to people or public group

[] forward it to people or public group as an attachment
[] redirect it to people or public group

[] have server reply using a specific message

[] reply using a specific template

[] flag message for follow up 3t this time

[] clear the Message Flag

[[] clear message's categories

[] mark it as importance

[] print it

[] play a sound

[] start application

[] mark it as read

[ run a script

[] stop processing more rules

[] display a specific message in the New tem Alert window
[] display a Desktop Alert

:apply retention policy: retention policy

S5tep 2: Edit the rule description [dick an underlined value}

Apply this rule after the message arrives
from Employee Experience Surnvey
apply retention policy: retention policy

jnd Management

locument library

for this document library

k which have no checked in version
Fthings

itemns in this library

plan report

tadata and Keywords Settings
management policy settings

M

bel to existing items in the library.




Event settings

What event type is this related to? (0

You'll only be able to choose one event type that's currently associated with existing la
Choose an event type

What are the asset IDs related to this event? ()

Identify the items in Exchange, SharePoint and OneDrive that are related to this event.
with the event type you chose will be retained.

Keywords for items in Exchange ®

je. Open ~ |& Share @ Copylink | Download Ti] Delete 53 Moveto 1selected X (@
Files Docurnents ﬁ: PerimeterfFeaturePrioritization.xlsx
' | m © D e
& This item is not shared
SN U .
nee g (V] PerimeterFeaturePrior... * A few seconds Manage access
G -
|:| Name Properties
Drag files here to upload
9 P Name *
s [ ] expiration ortd PerimeterFeaturePrioritization.xlsx
Y Refr

Enter words or phrases g e Bent g et e

here just like you would for a
Content Search.

"Product CG"

Asset |Ds for items in SharePoint and OneDrive @

Enter asset 1Ds

Enter the document pro
pair that your organizatio

erty:value

uses to
associate content with this event
type.

ComplianceAssetID:"Product CG”

When did this event occur? (O
The date that you select here will be

2017-12-06

|:| Product lifetim
|:| Employes actiy
[

Aquisition

4 item(s) loaded.

Close

Apply label

Product Development Files

Title

Enter value here

Asset ID
Product CG

Retain or delete the content based on| an event RO

Content that has this label applied will be associated with the type of event you choose. When
there's a specific occurrence of this event type, you'll create the actual event to start the
retention process

Event type: Employee activity
Edit

Label classification

p—

B use label to classify content as a "Recard” (@

yhts reserved. Confidential and proprietary inform

A NS NS . VS e
when it was last modified
The retention actions can be when it was labeled
Label claiulEC A e SUESTT

create,
[] Use laber L0 Ciassily conitenitas o Record’ ®



Reporting and Auditing

Security & Compliance Q R 2 P

Y
Home = Audit log search
Audit log search
Permissions
Need to find out if a user deleted a document er if an admin reset someone's password? Search the Office 365 audit log to find out what the users and admins in your organization have been doing. You'll be able to find activity related to em:
groups, documents, permissions, directory services, and much more. Learn mere about searching the audit log
Classifications
Search Results 2 results found Y Filter results + Export results -
Data loss prevention )
Activities Date ™ IP address User Activity Item Detail
Modified file « 2018-09-00 13:58:54 207.140.28.134 paul@paulolenick.com Modified file PerimeterFeaturePriontizati...  Modified in "Documents/D...
Data governance
start date 2018-09-06 12:28:54 207.140.28.134 paul@paulolenick.com Medified file PerimeterFeaturePriontizati..  Modified in "Documents/D...
&, Threat management 2018-08-30 | 00:00 v
Mail flow End gate
2018-09-07 = 00:00 v
Data privacy
Users
Search & investigation Paul Olenick
= File, folder, or site ()
Content search =
Add all or part of a file name, folder name
Audit log search or URL

eDiscovery

Productivity app discovery

+ New alert policy )

I Reports

Q Service assurance




Must-haves for a Records Solution...

Associatin Deploying
Defining outcomes w?th Classifications and Classifying Reporting and
Classifications Outcomes to Content auditing

Classifications .
relevant locations

Classification branches Ensure accuracy
Centralised definition  Retain/Expire/Export available to while minimising Monitor, audit and

of file classifications according to policy the burden on end prove compliance

appropriate audiences Lsers
e b b b b




0365 Native Considerations

One Label, One Limited criteria and
Outcome Triggers

No Hierarchy License model

Labels that declare
records must be No Export
applied manually
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How AvePoint can Help: Live Demo



Recap — How AvePoint Fills These Gaps

One Label, One Limited criteria and
Outcome Triggers

No Hierarchy License model

Labels that declare
records must be No Export
applied manually
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AvePoint Records — Upcoming Releases



Coming Soon

Records Explorer Disposal holds

Related Records

e . Additional integration with 0365
New autoclassification engine Support for new sources Labels




What's Next

Speak to a SME Records E-Book

a @ sartners  US Public Sector My Account | Free trial

White Paper

AvePoint

A AvePoint Solutions Products Services Resources About

7 Free eBook
Best Practices Guide: Records
Management for the Digital Era

Migrate. Manage. Protect.

It's not rocket

INFORMATION MANAGEMENT:
Transforming For The Digital Era
To Retain Competitive Relevance

Information Management Frameworks and Solutions for
Office 365, SharePoint and Hybrid Environments

suenc?... it's A AvePoint’
AvePoint.

Join the millions of SharePoint and Office °
™ oo

Best Practices Guide:
- Records Management
w'y  for the Digital Era

An IDC White Paper,
Sabhari Bala, June 20

Claim My Free eBook

365 users who depend on AvePoint—a
four-time Microsoft Partner of the Year—
to oversee and safeguard their data and IT
infrastructure.

Free trial
Sponsored by:

A AvePoint

https:.//www.avepoint.com/au/
ebook/cloud-records-ebook

https://www.avepoint.com/au/e
book/records-white-paper

https://www.avepoint.com/au/
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